Failure modes

This document lists failure modes in the SCT DAQ/DCS/power supply system and the responses required by the different software/firmware systems. This list will be updated regularly.

1
ROD crate power off
2
PS crate power off
3
UPS backup power operation
4
HV interlock broken (macro assembly only?)
5
Laser interlock broken
6
DCS cooling loop temperature interlock broken
7
Cooling system failure
8
Module monitored parameter out of alarm limits (I, V, T)
9
Module monitored parameter out of trip limits (I, V, T)
10
Environment humidity high
11
Operator panic/emergency button
12
State conflicts
13
Software/Firmware component crashes
13.1
DAQ crash
13.2
DCS (PVSS) crash
13.3
Power supply controller crash
13.4
LV/HV card controller crash


1 ROD crate power off

1. DCS realizes crate power off from hardware lines.

2. DCS sends notification to DAQ that all power off (does not wait for acknowledgment). 

3. DCS displays error message and logs information in Conditions DB (or equivalent during macro assembly).

2 PS crate power off

1. DCS realizes crate power off from hardware lines.

2. DCS sends notification to DAQ that power off for these crates.

3. DCS disables all modules belonging to these crates in PVSS.

4. DCS displays error message and logs information in Conditions DB (or equivalent during macro assembly).

3 UPS backup power operation

1. DCS realizes UPS backup power operation from hardware line from UPS.

2. DCS notifies DAQ of error condition.

3. DCS sends ‘off’ constants to all power supplies.

4. DCS disables all modules in PVSS.

5. DCS displays error message and logs information in Conditions DB (or equivalent during macro assembly).

6. DAQ shuts down RODs properly (is this necessary?).

In parallel: A hardware connection shuts down the power supplies instantly through the interlock matrix after a suitable time delay (5 min.?).
4 HV interlock broken (macro assembly only?)

In this case the power supplies (segmentation to be decided) will be shut down immediately by a hardware signal into the interlock matrix. The following procedure is an additional protection and notification/logging measure.

1. DCS realizes broken HV interlock through hardware lines.

2. DCS sends ‘off’ constants to modules belonging to broken interlock (segmentation to be decided).

3. DCS disables affected modules in PVSS.

4. DCS notifies DAQ of error condition.

5. DCS displays error message and logs information in Conditions DB (or equivalent during macro assembly).

5 Laser interlock broken 

1. DCS realizes broken laser interlock through hardware lines.

2. DCS notifies DAQ of error condition.

3. DCS displays error message and logs information in Conditions DB (or equivalent during macro assembly).

6 DCS cooling loop temperature interlock broken 

In this case the power supplies connected to the failing cooling loop will be shut down immediately by a hardware signal into the interlock matrix. The following procedure is an additional protection and notification/logging measure.

1. DCS realizes broken laser interlock through hardware lines from interlock matrix. DCS also will record the value of the sensors directly and might independently decide to shut modules down. 
2. DCS sends ‘off’ constants to modules belonging to broken interlock (segmentation to be decided).

3. DCS disables affected modules in PVSS.

4. DCS notifies DAQ of error condition.

5. DCS displays error message and logs information in Conditions DB (or equivalent during macro assembly).

7 Cooling system failure

1. DCS realizes cooling system failure through hardware line.

2. DCS sends ‘off’ constants to all modules.

3. DCS disables all modules in PVSS.

4. DCS notifies DAQ of error condition.

5. DCS displays error message and logs information in Conditions DB (or equivalent during macro assembly).
In parallel: A hardware connection shuts down the power supplies instantly through the interlock matrix after a suitable time delay (5 min.?) 

8 Module monitored parameter out of alarm limits (I, V, T)

The list of parameters and their alarm limits has to be defined.
1. DCS realizes alarm condition from parameter readout in power supplies.

2. DCS notifies DAQ of alarm condition and logs information in Conditions DB (or equivalent during macro assembly).
9 Module monitored parameter out of trip limits (I, V, T)

The list of parameters and their trip levels has to be defined.
1. DCS realizes failure condition from parameter readout in power supplies.

2. DCS sends ‘off’ constants to modules with failure condition. (The power supplies should already have shut down the corresponding channels if these are parameters which have a firmware/hardware trip level inside the PS modules).

3. DCS disables affected modules in PVSS.

4. DCS notifies DAQ of error condition and logs information in Conditions DB (or equivalent during macro assembly).

10 Environment humidity high

1. DCS realizes failure condition through the environment monitoring. 

2. DCS sends ‘off’ constants to all modules.

3. DCS disables all modules in PVSS.

4. DCS notifies DAQ of error condition.

5. DCS displays error message and logs information in Conditions DB (or equivalent during macro assembly).

11 Operator panic/emergency button

This is a software condition. A button on every PVSS display connected to SCT related hardware triggers this condition. The level of accessibility for this button has still to be decided. An additional hardware panic/emergency button will be implemented in Oxford and might be useful in the final setup.

1. DCS sends ‘off’ constants to all modules.

2. DCS disables all modules in PVSS.

3. DCS notifies DAQ of error condition.

4. DCS displays error message and logs information in Conditions DB (or equivalent during macro assembly).

12 State conflicts

The run states of the DAQ and the DCS are independent. Therefore all combinations are allowed and no combination will result in an unsafe state. It is the responsibility of the DAQ to make sure that the DCS is in a run state which ensures the appropriate data quality.
13 Software/Firmware component crashes

13.1 DAQ crash

The operation of the DCS is not affected by a DAQ crash. 
13.2 DCS (PVSS) crash

If the DCS crashes the PS will uphold the operation of the modules at the current level. The DCS will constantly log the run states of all modules and the global DCS run state to a file. In case of a DCS crash these parameters will be reloaded when the DCS is restarted and the DCS will proceed in the same situation as before the crash. 
13.3 Power supply controller crash

If a power supply controller crashes it is necessary that the power supply cards ramp down immediately. We have no control over this.

If the DCS realizes that a crate controller has crashed it disables the corresponding channels in PVSS, notifies the DAQ and logs the information in the Conditions DB (or equivalent during the macro assembly). How does it realize that?
13.4 LV/HV card controller crash

If a LV/HV card controller crashes the power to the corresponding modules has to be cut immediately. We have no control over this

If the DCS realizes that a crate controller has crashed (how does it realize this?) it disables the corresponding channels in PVSS, notifies the DAQ and logs the information in the Conditions DB (or equivalent during the macro assembly).







